DFSC 2316 Digital Forensics and Information Assurance Fundamentals 11

Fall 2017
Monday, Wednesday and Friday = 11:00 —11:50 AB1-204

Instructor: Dr. Khaled Rabieh, Assistant Professor
Office: AB1-216A

Email: rabieh@shsu.edu

Office hours: Monday, Wednesday 10:00 am to 11:00 am

Prerequisite
DFSC 1316 or departmental approval. Credit 3

Course Description

The rationale and necessity for securing computer systems and networks, as well as methodologies for the design of security
systems, establishing security protocols and the identification of best practices in the administration, testing and response
protocols for secure communications systems.

Course Goals
At the end of this course, the student should be able to:
1. Analyze and identify information security problems, and define common methodologies used to secure computer
systems.
2. Understand the professional, ethical, legal, security and social issues and responsibilities.
3. Use the current techniques, skills, and tools necessary for computing practice.
4. Develop programs using python programming language.

Course Contents
e Review of Communication Networks, and TCP/IP Protocol Layers
Introduction to Cyber Crime and Network Security
Introduction to Python Programming
Crypto — Feistel Cipher, Hash Functions, Message Digest, and Digital Certificate
Application Layer Security
Protocol Security
Network Programming and Forensics
Web Security
WLAN Security
Kali Linux and Penetration Testing
Student Project Demos

Above class contents may be adjusted according to specific needs in the class.

Reference Books (optional)

Title Author(s) ISBN Publisher

H H th
Network Securlty Essentials, 5| william Stallings 9780133370430 Prentice Hall, 2014

Trabelsi, Hayawi,

Braiki and Mathew 9781466517943 CRC press, 2013

Network Attacks and Defenses

Black Hat Python
Python Programming for Hackers | Justin Seitz 9781593275907 No Starch Press, 2014
and Pentesters
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Grading Criteria
Your grades will be determined according to the following:

Class attendance and Quizzes 20%
Assignments and labs 20%
Exam(s) 40%
Project(s) 20%
Total 100%

Course letter grades will be assigned according to the following:

Total Grade
>=90% A
80% <= TOTAL < 90% B
70% <= TOTAL < 80% C
60% <= TOTAL < 70% D
TOTAL < 60% F

Labs
There will be a number of lab assignments aiming to help the students better understand and apply course content. Details of
labs will be posted on course website.

Collaboration
e All assignments and individual projects must be completed by each student individually.
e Each team project (where applicable) must be completed by the members of the team only.

Late Policy

Penalty for late work is 10% of the worth per calendar day late, unless an extension (for a valid reason) has been granted in
advance. The maximum period to deliver late work is two days with penalty of 20% deduction of the total. After two days, no
late work will be accepted.

Academic Dishonesty

All students are expected to engage in all academic pursuits in a manner that is above reproach. Students are expected to
maintain complete honesty and integrity in the academic experiences both in and out of the classroom. Any student found
guilty of dishonesty in any phase of academic work will be subject to disciplinary action. The University and its official
representatives may initiate disciplinary proceedings against a student accused of any form of academic dishonesty including,
but not limited to, cheating on an examination or other academic work which is to be submitted, plagiarism, collusion and the
abuse of resource materials.

Students should be aware, specifically, that the instructor reviews all programming assignments and exercises for evidence of
collaborative work. While it is sometimes appropriate and encouraged for students to discuss concepts and ideas, it is never
permissible to collaboratively work on coded examples, to share or swap completed or partially completed programming
assignments. In addition, it is not permitted for students to use code examples provided by the instructor without appropriate
documentation/ citation of the use of that code.

Attendance Requirements

Students are expected to attend all class sessions. You are responsible for all material covered in every class, regardless of
whether you attended or not. It is your responsibility to obtain notes, assignments, etc., from fellow class members if you miss
a class.

Classroom Conduct

Students will refrain from behavior in the classroom that intentionally or unintentionally disrupts the learning process and, thus,
impedes the mission of the university. Cellular telephones and pagers must be turned off before class begins. Students are
prohibited from eating in class, using tobacco products, making offensive remarks, reading newspapers, sleeping, talking at
inappropriate times, wearing inappropriate clothing, or engaging in any other form of distraction. Inappropriate behavior in the



classroom shall result in a directive to leave class. Students who are especially disruptive also may be reported to the Dean of
Students for disciplinary action in accordance with university policy.

Visitors in the Classroom

Unannounced visitors to class must present a current, official SHSU identification card to be permitted in the classroom. They
must not present a disruption to the class by their attendance. If the visitor is not a registered student, it is at the instructor's
discretion whether or not the visitor will be allowed to remain in the classroom.

Students with Disabilities Policy:

It is the policy of Sam Houston State University that individuals otherwise qualified shall not be excluded, solely by reason of
their disability, from participation in any academic program of the university. Further, they shall not be denied the benefits of
these programs nor shall they be subjected to discrimination. Students with disabilities that might affect their academic
performance should register with the Office of Services for Students with Disabilities located in the Lee Drain Annex
(telephone 936-294-3512, TDD 936-294-3786, and e-mail disability@shsu.edu). They should then make arrangements with
their individual instructors so that appropriate strategies can be considered and helpful procedures can be developed to ensure
that participation and achievement opportunities are not impaired.

SHSU adheres to all applicable federal, state, and local laws, regulations, and guidelines with respect to providing reasonable
accommodations for students with disabilities. If you have a disability that may affect adversely your work in this class, then |
encourage you to register with the SHSU Services for Students with Disabilities and to talk with me about how I can best help
you. All disclosures of disabilities will be kept strictly confidential. NOTE: No accommodation can be made until you register
with the Services for Students with Disabilities. For detailed procedures to request disability services, see:
http://www.shsu.edu/dept/disability/procedures-to-request-services.html

Any student with a disability that affects his/her academic performance should contact the Office of Services for Students with
Disabilities in the SHSU Lee Drain Annex (telephone 936-294-3512, TDD 936-294-3786) to request accommodations.
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