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Sam Houston State University

2023-xxx General Controls. The following compliance areas were impacted:
Eligibility

Reporting

Special Tests and Provisions - Disbursements To or On Behalf of Students

Special Tests and Provisions - Return of Title IV Funds

Special Tests and Provisions - Enrollment Reporting
Federal Agency: U.S. Department of Education
Federal Program Title: Student Financial Assistance Cluster

Assistance Listing Number:  Cross-cutting

Pass-Through Agency: N/A

Award Number: Cross-cutting

Award Period: July 1, 2022, to June 30, 2023

Statistically Valid Sample: No and not intended to be a statistically valid sample
Type of Finding: Significant Deficiency

Questioned Costs: None

Repeat Finding: No

General Controls

An institution must establish and maintain effective internal control over federal awards that provides reasonable
assurance that the institution is managing federal awards in compliance with federal statutes, regulations, and the
terms and conditions of the federal award (Title 2, Code of Federal Regulations (CFR), Section 200.303(a)).

Sam Houston State University (University) did not appropriately restrict access to its student information
system. Specifically, the University did not always limit access to the student information system to only users who
needed that access based on their job responsibilities. While the University had a process in place to review user
access, that process was not adequately designed to ensure that the University granted the appropriate levels of
access to all users based on the users’ job duties. Allowing users inappropriate or excessive access to systems
increases the risk of unauthorized changes being made in those systems.

In addition, the University did not have sufficient controls over its change management process for information
systems. Specifically, 1 (14 percent) of 7 changes tested lacked documentation showing that the change was
properly tested or validated before it was migrated to production. Not having sufficient controls over the change
management process increases the risk of unauthorized programming changes being made to critical information
systems that the University uses to administer student financial assistance.

Recommendations

The University should:
=  Ensure that user access to its student information system is appropriately limited based on a user’s job
responsibilities.

= Strengthen its controls over its change management process to ensure adequate validation of changes prior to
implementation.



Sam Houston State University

A Member of The Texas State University System

FINANCIAL AID & SCHOLARSHIPS OFFICE

2023-xxx (Continued)

Views of Responsible Officials:

The University acknowledges and agrees with the finding. Through analysis of the exceptions identified in the audit,
the University will work to develop and implement corrective action to further improve the processes.

Corrective Action Plan:

The user access has been limited to their specific job function. The university will verify user access was
appropriately updated/removed. Access review procedures will be reviewed to ensure access is appropriately
assigned in the future.

To streamline and assure a consistent outcome regarding the approvals for security patches to be introduced to the
production environment, the University will convert these normal changes to standard changes. A standard change
is "A pre-authorized change that is low risk, relatively common and follows a procedure or work instruction. (ITIL v4
definition.)" Software patching and updates are standard change candidates. Not applying security patches in a
timely manner introduces a greater risk to the University than processing these requests as a normal change.

A standard change is pre-authorized and will address how IT is testing and/or validating whether the OS patches
were successful in an available test environment prior to deployment to production. Test procedures will be
documented as a requirement of the Standard Change Model. IT will document that outcome of the testing and/or
validating of the OS patch as a Journal entry on the Standard Change prior to implementation.

The Change Advisory Board (CAB) will review these changes/procedures on a regular basis to ensure we are in
compliance. Policies, Standards and Procedures will be updated to meet any required changes.

Implementation Date:  January, 2025
Responsible Person: Michael Dewey, Chief Technology Officer

Amy Wilson, Director of Financial Aid and Scholarships

2023-xxx Eligibility

Federal Agency: U.S. Department of Education
Federal Program Title: Student Financial Assistance Cluster

Assistance Listing Number: 84.268

Pass-Through Agency: N/A

Award Number: Federal Direct Student Loans, P268K232301

Award Period: July 1, 2022, to June 30, 2023

Statistically Valid Sample: No and not intended to be a statistically valid sample
Type of Finding: Significant Deficiency and Noncompliance
Questioned Costs: None

Repeat Finding: No
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Federal Direct Student Loans

Direct Unsubsidized Loans have higher annual limits for certain graduate and professional health professions
students. Schools may award the increased unsubsidized amounts to students who are enrolled at least half-time
in certain health professions programs. The increased unsubsidized amounts that an eligible health professions
student may receive are in addition to the regular $20,500 Direct Unsubsidized Loan annual loan limit for graduate
and professional students. For programs with an academic year covering 10 or 11 months, the annual additional
unsubsidized loan limit must be prorated. The prorated annual loan limit is determined by dividing the applicable
loan limit for a nine-month academic year by nine, and then multiplying the result by 10 or 11 (U.S. Department of
Education 2022-2023 Federal Student Aid Handbook, Volume 3, Chapter 5).

Based on a review of the full population of student financial assistance recipients, Sam Houston State University
(University) overawarded a total of $239,932 in Unsubsidized Direct Loans to 133 students. Due to an incorrect
proration methodology, the University awarded first- and second-year students in the Doctor of Osteopathic
Medicine program in excess of their Unsubsidized Direct Loan annual limit. Specifically, the University prorated the
sum of the annual and increased additional annual limits, instead of prorating only the increased additional annual
limit. After auditors brought the errors to the University’s attention, it returned the excess Unsubsidized Direct
Loan funds; therefore, there were no questioned costs.

Recommendation

The University should use the appropriate methodology when prorating Unsubsidized Direct Loans for eligible
health professions students to ensure that loans are disbursed within the student’s applicable annual limit.

2023-xxx (Continued)

Views of Responsible Officials:

The University acknowledges and agrees with the findings of this audit. Management recognizes that increased
unsubsidized amounts for eligible health professions are to be calculated by prorating the additional months then
dividing the applicable loan limit for a nine-month academic year by nine, and then multiplying the result by 10 or
11, depending on the months of the program.

Corrective Action Plan:

The University has implemented corrections to this calculation when it was brought to the attention by the State
Auditor’s Office. Corrective action was immediately taken by reducing the unsubsidized award for those who received
the incorrect amount during the 2022-2023 award year. The University also corrected awards for the 2023-2024
year and updated the awarding rules in it’s Banner system.

Implementation Date: August 2023

Responsible Person: Amy Wilson, Director of Financial Aid and Scholarships
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2023-xxx Special Tests and Provisions — Return of Title IV Funds

Federal Agency: U.S. Department of Education
Federal Program Title: Student Financial Assistance Cluster

Assistance Listing Number: 84.007; 84.063; 84.268; and 84.379

Pass-Through Agency: N/A

Award Number: Federal Supplemental Educational Opportunity Grants (FSEOG),
PO07A224110; Federal Pell Grant Program, P063P222301; Federal

Direct Student Loans, P268K232301; and Teacher Education
Assistance for College and Higher Education Grants (TEACH),

P379T232301
Award Period: July 1, 2022, to June 30, 2023
Statistically Valid Sample: No and not intended to be a statistically valid sample
Type of Finding: Significant Deficiency and Noncompliance
Questioned Costs: None
Repeat Finding: No

When a student who received Title IV grant or loan assistance withdraws from an institution during a payment
period or period of enrollment in which the student began attendance, the institution must determine the amount
of Title IV grant or loan assistance that the student earned as of the student’s withdrawal date (Title 34, Code of
Federal Regulations (CFR), Section 668.22(a)(1)). If the total amount of Title IV grant or loan assistance earned by
the student is less than the amount that was disbursed to the student or on the student’s behalf as of the date of
the institution’s determination that the student withdrew, the difference must be returned to the Title IV
programs and no additional disbursements may be made to the student for the payment period or period of
enrollment (Title 34, CFR, Section 668.22(a)(4)).

The amount of earned Title IV grant or loan assistance is calculated by (1) determining the percentage of Title IV
grant or loan assistance that the student has earned and (2) applying that percentage to the total amount of Title
IV grant or loan assistance that was or could have been disbursed to the student or on the student’s behalf for the
payment period or period of enroliment as of the student’s withdrawal date. Students earn 100 percent of their
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Title IV grant or loan assistance if their withdrawal date is after the completion of 60 percent of the payment
period or period of enrollment. The unearned amount of Title IV grant or loan assistance to be returned is
calculated by subtracting the amount of Title IV assistance a student earned from the amount of Title IV assistance
that was disbursed to the student or on the student’s behalf as of the date of the institution’s determination that
the student withdrew (Title 34, CFR, Section

668.22(e)).

2023-xxx (Continued)

For distance education, documenting that a student has logged into an online class is not sufficient to demonstrate
academic attendance by the student. An institution must demonstrate that a student participated in class or was
otherwise engaged in an academically related activity. Only active participation by a student in an instructional
activity related to the student's course of study that meets the definition of “academic engagement” in Title 34,
CFR, Section 600.2 and takes place during a payment period or period of enrollment qualifies as attendance in an
academically related activity (U.S. Department of Education, 2022-2023 Federal Student Aid Handbook, Volume 5,
Chapter 2).

For 1 (4 percent) of 24 students tested, Sam Houston State University (University) did not have evidence of
academic engagement in the distance education course from which the student’s withdrawal date was
determined. The University relies on the last dates of academic activity provided by instructors to determine the
withdrawal date for Return of Title IV purposes for students who unofficially withdraw. The student’s record did
not reflect evidence of academic activity for the distance education course, and the University asserted that the
last day of attendance provided by the instructor was inaccurate. The University did not have a process in place to
require instructors to provide or maintain evidence of academic engagement in distance education courses. As a
result, the University did not perform a return calculation because it incorrectly determined that the student
completed over 60 percent of the period. After auditors brought the issue to the University’s attention, the
University performed a return calculation and returned Title IV funds as required; therefore, there were no
questioned costs.

Having a process that does not consistently calculate and return the correct amount of Title IV funds increases the
risk that the University could return less Title IV funds than it is required to return.

Recommendations

The University should:

= Ensure that evidence of academic engagement is consistently documented for students in distance education
courses.

=  Strengthen its controls to ensure that it accurately calculates returns of Title IV funds when required, including
review of the variables it uses in those calculations.

Views of Responsible Officials:

The University acknowledges and agrees with the findings of this audit. Management acknowledges the responsibility
to accurately verify the academic engagement and document it for students enrolled in distance education courses.

Corrective Action Plan:
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The University has adjusted its practices to verify the academic engagement after resigning through online activity
reports for students enrolled in distance education courses. Additional training is being provided to faculty members
on the importance of the last day of attendance records.

Implementation Date:  January 2024

Responsible Person: Amy Wilson, Director of Financial Aid and Scholarships
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